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FOREWORD

This NASA Technical Handbook is published by the National Aeronautics and Space
Administration (NASA) as a guidance document to provide engineering information; lessons
learned; possible options to address technical issues; classification of similar items, materials, or
processes; interpretative direction and techniques; any other type of guidance information that
may help the Government or its contractors in the design, construction, selection, management,
support, or operation of systems, products, processes, or services.

This Handbook establishes electrical grounding design architecture options for uncrewed
spacecraft. This Handbook is written for spacecraft system engineers, power engineers, and
electromagnetic compatibility (EMC) engineers. Spacecraft grounding architecture is a system-
level decision which should be established at the earliest point in spacecraft design. All other
grounding design should be coordinated and consistent with the system-level architecture.

This Handbook assumes there is no one single “correct” design for spacecraft grounding
architecture. Many successful satellite and spacecraft programs from NASA have used a variety
of grounding architectures with different levels of complexity. Some design principles learned
over the years apply to all types of spacecraft development. This Handbook summarizes those
principles to help guide spacecraft grounding architecture design for NASA and others.

Submit requests for information via “Email Feedback™ at https://standards.nasa.gov. Submit
requests for changes to this Handbook via Marshall Space Flight Center (MSFC) Form 4657,
Change Request for a NASA Engineering Standard, or the “Suggest a Change to this Standard”
link on the Standard’s Summary Page at https://standards.nasa.gov.

Tracy Osborne signed for 7-15-2-25
Joseph W. Pellicciotti Approval Date
NASA Chief Engineer

DOCUMENT APPROVED FOR PUBLIC RELEASE — DISTRIBUTION IS UNLIMITED.

4 of 46


https://standards.nasa.gov/
https://standards.nasa.gov/

NASA-HDBK-4001A

TABLE OF CONTENTS

DOCUMENT HISTORY LOG ...ccuuininruinersensnissensessanssssssesssssssssssssssssssssssssssssssssssssssassssssssssssss 2
FOREWORD......ucotiiiiniiniiniiinssicssissssssecssissssssesssisssssssssssssssssessssssssssssssssssssssssssssssssasssssssessasssess 4
TABLE OF CONTENTS ..cuuiiviiniintiisensensnecsenssncssiesssssessssssssssessssssssssessssssssssssssssssssssssssssssssssssssns 5
LIST OF FIGURES ....cuuiiiitiiinnuinnisinssisssnssesssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 6
LIST OF TABLES ...uuouiiiitininnticsnineissecssissssssesssicsssssssssisssssssssssssssssssssssssssssssssssssssasssssssessssssess 6
1. SCOPE ...uuuuiiricriiiniinisisssiesisnsssiesssssnsssisssssssssstsssssssssssssssssssssssssssssssssssssssasssssssssssssssans 7
1.1 PUIPOSE ..ottt e et e e et e e e et e e e et e e e e ntbeeeeenaaeeeeenneaes 7
L2 APPICADILILY toutiiiiieiieeie ettt ettt ettt et e e e st e et eeaaeenneeenes 7
1.3 COMSITAINES ..ttt ettt et e b et b e bt e e e sbt et e es s e sbe et e satenbeenbesanenbeensesanens 8
2. REFERENCE DOCUMENTS .....cuiiniiininnuinsensisssnssenssessssssssssesssisssssssssasssssssssssssssssssssass 9
2.1 (€15 1T ¢ | F OO O OO OO U PO UUORPRUPRUPRRPRROP 9
2.2 Government DOCUIMENLS ........c.ueeiiiiiiiiiiiiiiieeiie ettt st e e e s e e senee e 9
23 Non-Government DOCUMENLS ......c.c..eiiiiiiiiiiiiiiieiieeet ettt saee e s e 9
2.4 Order Of PreCEAGNCE. .......eeiiiiiiieiieieceee ettt ettt ettt e et e e e snseeneees 10
3. ACRONYMS, ABBREVIATIONS, SYMBOLS, AND DEFINITIONS........ccccceeuee. 10
3.1 Acronyms, Abbreviations, and Symbols .........ccceccuieeiiiieiiiiieeeee e 10
3.2 DO INITIONS. c..eeiiieiiieciie ettt ettt ettt et e et e et e s tbeesteesabeesbeessseensaeenseenbeesnseeseennaeans 13
4. GENERAL COMMENTS AND CONCEPTS .....coniivivrensuecsenssncssecsssssesssecssessesssscssenns 16
4.1 Types of Electrical Grounding Architectures for Uncrewed Spacecraft ...........cceeeeuneeee 20
4.1.1 Variations of the Two Principal Types of Electrical Grounding Architectures................ 21
5. GROUNDING ARCHITECTURE SELECTION CRITERIA...........ccoveiveienressancnns 24
5.1 S17€ OF SPACECTATT ......vieiiieece e e e e et e e e ar e e e e e e 24
5.2 Discussion of Electrical Architecture Considerations ............ccceeeevveerienieeniienieenieennens 27
5.2.1 Power Distribution System: Single or Multiple Voltages to Loads..........ccccccvercvieriennnnnne 27
5.2.1.1 Additional ASPects t0 CONSIACT .......ccuueeeiuiieeiiieeiieeeiieertee et e erreeeraeeereeeeaeeeeseeesreeens 28
S5.2.1.1.1 POWET SOUICES ....eeiueiieiiiieeiieeeiteeeite e ettt estteesateeesiteeesabeeeabeessabeesssaeesnsteesseeesnseeesseeens 28
5.2.1.1.2 Information Pertinent to Operations in the Plasma Environment .............ccccceveeneeee. 28
5.2.2  Ground Fault Isolation of the Main Power Bus..........cccccooiiiiiiiiiiiiieceee 29
5.2.3 General Interface Circuits (Command, Signal, Data)..........cccceevvieeeiieeiiieniieecieeeieeee 31
5.2.4  Attitude Control EICMENLS .......ccceeeiuiiiiiiiieiiiiiieeie ettt seae e 32
5.2.5 Radio Frequency INtErfaces .......ccccieeiiiieiiiieciie ettt st sree e snee e 33
5.2.6  Pyrotechnic Subsystem INterfaces ..........ccccveeciiiiiiiiiiiiiiecie e 33

DOCUMENT APPROVED FOR PUBLIC RELEASE — DISTRIBUTION IS UNLIMITED.

50f46



NASA-HDBK-4001A

5.2.7 Considerations for Specialized Mission Needs..........ccceevcveeeiiieeriieeiiee e 35
5.2.8 Considerations for Electromagnetic Cable Shielding............cccoevevviiiniinciiiiiiniiiieeies 36
53 Interface IS0lation CIrCUILS........ceuiriiriiiieiieieetesteetee et s 38
5.4 Grounding of Support Equipment ................ccoooiiiiiiiiii e 41
APPENDIX A: HERITAGE SPACECRAFT ....uuiiiviiivinsicsnisenssncssnssssssecssssssssssssssssessssssssans 42
Al PURPOSE ...ttt sttt sttt st st b e et sae e 42
APPENDIX B: SAMPLE SYSTEM GROUND TREE DIAGRAM FOR LARGE
COMPLEX SPACECRAFT ...ucouiinicriinnnsninsnisesssncssissssssesssssssssssssssssssssesssssssssssssssssssssssssssssssans 44
Bl PURPOSE ...ttt ettt ettt et e be e st ebeeneesneenee 44
LIST OF FIGURES
1 Model Spacecraft with SUDSYSIEMS .......ccueeviiiiiiiiiieiieie ettt 16
2 Drawing Nomenclature/KEY ........cccuiiiiiiiiiiieciie ettt eire e e eaee e eseeesvee s 17
3 Galvanically Isolated and Non-Isolated Common References ............cccccvveveiievciieennnens 18
4 Single-Point “Star” Ground (Not Generally Recommended)...........ccccocueevieniiieniennennnen. 20
5 Multiple-Point Ground (MPG) ........ooooiiiiiiiiciie ettt 21
6 Distributed Single-Reference Ground Architecture...........cccoeeveeeviieeeiieeiieeeieeeeeeeen 22
7 Local Single-Point Ground (SPG) vs. Locally Distributed (Multiple-Point) Ground...... 22
8 Floating (Isolated) Grounds (Not Generally Recommended)...........ccccceevevvieniieencineennnenn. 23
9 Daisy-Chained Ground Architecture (Not Recommended)..........cc.cceevveeviiencieencieennenn. 23
10 Generic Power Distribution System ArchiteCture............cceevuieriiinieniiienieeieeee e 27
11 Example of Command, Signal, and Data Interface Electrical Grounding Architecture... 31
12 Attitude Control Subsystem Interface Electrical Grounding Architecture....................... 32
13 Radio Frequency Subsystem Interface Electrical Grounding Architecture...................... 33
14 Example Use of an Electrical Power Converter Isolating the Pyro Firing Unit from the
DC Power Bus and Chassis ........coiuieiieiiiiieeiesiie ettt e 34
15 Cassini Spacecraft Ground Tree DIiagram ..........cccoecveeriieriieniieniieiieeie e 45
LIST OF TABLES
1 Spacecraft Grounding Criteria Based on Spacecraft Size® and Complexity” .................. 24
2 Spacecraft Grounding Architecture Selection Issues and Recommendations.................. 25
3 Totally Isolated Circuits (Hard IS0lation) ...........ccceecuierieiiieniieniiiieecceee e 39
4 Partially Isolated Interface Circuits (Soft Isolation) ..........cccceecvveeviieeciieeiieecieeeeeeeen 40
5 System Grounding and Isolation Used in Various Legacy Spacecraft...........cccccceeeunnneen. 42

DOCUMENT APPROVED FOR PUBLIC RELEASE — DISTRIBUTION IS UNLIMITED.

6 of 46



NASA-HDBK-4001A

ELECTRICAL GROUNDING ARCHITECTURE FOR UNCREWED
SPACECRAFT

1. SCOPE

This NASA Technical Handbook describes uncrewed spacecraft grounding architecture options
at the system level. Implementation of good electrical grounding architecture is an important part
of overall mission success for spacecraft. The primary objective of the electrical grounding
architecture for a spacecraft is to provide an equipotential or near equipotential reference for
electrical power, typically DC or low frequency, and both deliberate and incidental high
frequency signals and noise contributed typically by intentional on-board radio frequency (RF)
sources and electronic switching circuits. The secondary objective of proper grounding
architecture is to aid in the minimization of electromagnetic interference (EMI) and unwanted
interaction between various spacecraft electronic components and/or subsystems. Additional
objectives include the minimization of space plasma-induced charging effects and high-voltage
arcing events.

This Handbook emphasizes that spacecraft grounding architecture is a system design issue.
Successful and effective implementation requires that all hardware elements comply with the
architecture established by the overall system design, and that the system-level grounding
architecture is established and enforced from the early conceptual design stages (before
subsystem hardware decisions are made) onward. Waiting until the Preliminary Design Review
(PDR) timeframe or later may be too late.

1.1 Purpose

This Handbook provides a reference for spacecraft system and subsystem designers who need
information about uncrewed spacecraft system grounding architecture design and rationale. To
fulfill this purpose, this Handbook provides information pertaining to grounding architecture
design options applicable to various spacecraft sizes and missions, providing a technical basis for
understanding the available options and engineering tradeoffs.

1.2 Applicability

1.2.1 This Handbook recommends engineering practices for uncrewed spacecraft grounding
architecture options at the system level for NASA programs and projects.

1.2.2 This Handbook is approved for use by NASA Headquarters and NASA Centers and
Facilities. This language applies to the Jet Propulsion Laboratory (a Federally Funded Research
and Development Center), other contractors, recipients of grants, cooperative agreements, or
other agreements only to the extent specified or referenced in the applicable contracts, grants, or
agreements.

1.2.3 References to “this Handbook” refer to NASA-HDBK-4001A; references to other
documents state the specific document information.
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1.2.4 In this Handbook, the term “may” denotes a discretionary privilege or permission, “can”
denotes statements of possibility or capability, “should” denotes a good practice and is
recommended but not required, “will” denotes expected outcome, and “are/is” denotes
descriptive material.

1.2.5 All specific values cited in this Handbook are for reference only. Users are encouraged to
perform their own analysis and use numbers that are appropriate for their specific circumstances.

1.2.6 This Handbook, or portions thereof, may be referenced in contract, program, and other
Agency documents for guidance.

1.2.7 Determining the suitability of this Handbook and its provisions is the responsibility of
program/project management and the performing organization. Individual provisions of this
Handbook may be tailored (i.e., modified or deleted) to meet specific program/project needs and
constraints. This Handbook is specifically intended for application to NASA uncrewed
spacecraft. Other spacecraft development efforts can benefit to the degree that they are similar in
their mission.

1.3 Constraints

This Handbook conveys information pertaining to system-level electrical grounding architecture
design intended for implementation on an uncrewed spacecraft. Internal electrical grounding
architecture wholly contained within electrical or electronic assemblies is not addressed.
Application to a specific design may require reference to guidelines for specific topics such as
power systems or electromagnetic compatibility.

This Handbook does not address personnel safety (such as the Occupational Safety and Health
Administration or the National Electrical Code) or regulatory communications compliance (such
as Federal Communications Commission regulations). No practice recommended in this
Handbook is hazardous.

Electrical bonding is not addressed in this Handbook. Users seeking information or guidance for
the implementation of electrical bonding are directed to the latest version of NASA-STD-4003,
Electrical Bonding for NASA Launch Vehicles, Spacecraft, Payloads, and Flight Equipment.

DOCUMENT APPROVED FOR PUBLIC RELEASE — DISTRIBUTION IS UNLIMITED.
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2. REFERENCE DOCUMENTS
2.1 General

Documents listed in this section provide references supporting the guidance in this Handbook.
Latest issuances of referenced documents apply unless specific versions are designated. Access
reference documents at https://standards.nasa.gov or obtain documents directly from the
Standards Developing Body, other document distributors, information provided or linked, or by
contacting the office of primary responsibility designee for this Handbook.

2.2 Government Documents
Department of Defense

MIL-HDBK-1512, Electroexplosive Subsystems, Electrically Initiated, Design Requirements
and Test Methods

MIL-STD-1553, Digital Time Division Command/Response Multiplex Data Bus

MIL-STD-1576, Electroexplosive Subsystem Safety Requirements and Test Methods for Space
Systems

MIL-STD-1773, Fiber Optics Mechanization of an Aircraft Internal Time Division
Command/Response Multiplex Data Bus

NASA

NASA-HDBK-4002, Mitigating In-Space Charging Effects — A Guideline
NASA-HDBK-4006, Low Earth Orbit Spacecraft Charging Design Handbook
NASA-HDBK-4007, Spacecraft High-Voltage Paschen and Corona Design Handbook

NASA-STD-4003, Electrical Bonding for NASA Launch Vehicles, Spacecraft, Payloads, and
Flight Equipment

NASA-STD-4005, Low Earth Orbit Spacecraft Charging Design Standard
NASA-STD-8719.24 NASA Payload Safety Requirements & Annex To NASA-STD-8719.24
23 Non-Government Documents

American Institute of Aeronautics and Astronautics

AIAA S-113B, Criteria for Explosive Systems and Devices on Space and Launch Vehicles
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2.4 Order of Precedence

2.4.1 The guidance established in this Handbook does not supersede or waive existing
guidance found in other Agency documentation.

2.4.2 Conflicts between this Handbook and other documents will be resolved by the delegated
NASA Technical Authority.

3. ACRONYMS, ABBREVIATIONS, SYMBOLS, AND DEFINITIONS

3.1  Acronyms, Abbreviations, and Symbols

© Degree

+ Plus or Minus

> Greater than

< Less than

A Lambda (Wavelength)

HA microampere

uF microfarad

Q Ohm

A Ampere

AACS Attitude and Articulation Control Subsystem
AC Alternating Current (greater than zero frequency)
ACE Attitude Control Electronics

ACS Attitude Control Subsystem

ADCS Attitude Determination and Control System
Assy Assembly

CXO Chandra X-ray Observatory

ATLO Assembly, Test, and Launch Operations

batt Battery

CDH Command and Data Handling

CDMS Command and Data Management System
CMR Common-Mode Rejection

CMRR Common-Mode Rejection Ratio

COTS Commercial Off-the-Shelf

DC Direct Current (zero frequency)

EED Electro-Explosive Device (e.g., squibs, pyrotechnic devices)
EEE Electrical, Electronic, and Electromechanical
EMC Electromagnetic Compatibility

EMI Electromagnetic Interference

EOS Earth Observing System

ESD Electrostatic Discharge

GEO Geosynchronous Earth Orbit

GHz Gigahertz

GND Ground

GOES Geostationary Operational Environmental Satellite
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HDBK

IF
/O

Isol
kQ

km
LEO
LCR

LLIS
LVDS
m

M

MQ
mA
MEO
MER
MHz
mi
MIL
(MM) RTG
MMOD
Mo
MPG
ms
MSFC
N/A
NASA
NOAA
NSI
NTIA
PCB
PCI
PDR
pF
pwr
PRT
Pyro
ref
REU
RF
RFS

NASA-HDBK-4001A

Ground Support Equipment

Handbook

High

Interface

Input/Output

Isolated

Kilohm, Kiloohm

Kilogram

Kilometer

Low Earth Orbit

An LCR meter is an electrical test instrument used to measure inductance (L),
capacitance (C), and resistance (R) of components and circuits at various
frequencies.

(NASA’s) Lessons Learned Information System (https://Ilis.nasa.gov/)
Low-Voltage Differential Signaling (a.k.a. TIA/EIA-644 standard)
meter

Million, Mega

Megaohm, Megohm

milliampere

Medium Earth Orbit

Mars Exploration Rover

Megahertz

mile

military

(Multi-Mission) Radioisotope Thermoelectric Generator
Micrometeoroid and Orbital Debris

Month

Multiple- or Multi-Point Ground

millisecond

Marshall Space Flight Center

Not Applicable

National Aeronautics and Space Administration

National Oceanic and Atmospheric Administration

NASA Standard Initiator

National Telecommunications and Information Administration
Printed Circuit Board

Peripheral Component Interconnect

Preliminary Design Review

picofarad

Power

Platinum Resistance Thermometer

Pyrotechnic

Reference

Remote Engineering Unit

Radio Frequency

Radio Frequency Subsystem
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RIU Remote Interface Unit

rms Root Mean Square

RS-422 Recommended Standard 422 is the common short form title of ANSI TIA/EIA-
422 standard

RS-485 Recommended Standard 485 is the common short form title of TIA/EIA-485
standard

RTG Radioisotope Thermoelectric Generators

Rtn Return

S/C, SC Spacecraft (a.k.a. Space Vehicle)

SE Support Equipment

SIR-C Spaceborne Imaging Radar-C

SMAP Soil Moisture Active Passive

SMT Surface Mount Technology

SPG Single-Point Ground

STD Standard

Stru structure

TEL Telecommunications Subsystem

TP Twisted Pair

TPS Twisted Pair Shielded

TPSJ Twisted Pair Shielded Jacketed

TSP Twisted Shielded Pair

USB Universal Serial Bus

VME VERSA Module Eurocard (bus standard)

\Y Volt

\\% Watt

WA Wire Active
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3.2 Definitions

Uncrewed Spacecraft: An unmanned robotic spacecraft with onboard capability to perform a
portion of its functions autonomously with no human interaction post-assembly and checkout or
post-launch.

Balanced: A term used in reference to a circuit that has an equal impedance between circuit
conductors and the common reference along the entire length of the conductors.

Bleed Resistor: A resistance typically greater than 1 MQ inserted between any portion of an
electrical circuit to a common reference, such as an electrical chassis (see definition for
“Chassis”), to allow for the gradual depletion of accumulated charge.

Chassis: In this NASA Technical Handbook: (1) The electrically conductive support structure of
a completed, operationally functional electronic assembly, such as a radio or data processing
unit. This may include a metal framework surrounding printed circuit boards (PCBs), or it may
refer to the overall enclosure of multiple PCBs that make up the assembly; or (2) The electrically
conductive mechanical structure of the spacecraft itself. This generally includes any structure
housing or supporting completed, operationally functional electronic assemblies, such as
secondary or auxiliary structure and articulated structure (e.g., robotic arm, solar array structure).
Other terms that may be encountered include “System (or Zero-Voltage) Reference (or Ground)
Plane,” “Electrical Ground Reference Network,” “Ground Reference Rail,” “Chassis Ground,” or
“Structure.”

Electrical Grounding: The interconnection(s) between electronic subsystems and between those
systems and subsystems and the spacecraft common reference.

End Circuit: The first input stage or the last output stage designed to transmit or receive signals
through a cable harness among subsystem(s).

Galvanic Isolation: A method of electrical isolation where neither the signal nor the common of
the output of the isolator is DC coupled to the signal or the common of the input of the isolator,
except for low-level leakage associated with nonideal components.

Geosynchronous Earth Orbit (GEO): A circular orbit 35,786 km (22,236 mi) in altitude above
the Earth.

Ground Bounce: A temporary voltage shift in the power return, signal reference, or both,
typically caused by digital switching circuitry operation. Careful design at the PCB level to
ensure that switching events occur at times when the current draw is minimal is the preferred
method of control for this phenomenon. It is inherently difficult to control externally to a poorly
designed piece of electronics through the use of any sort of connection to a common reference.

DOCUMENT APPROVED FOR PUBLIC RELEASE — DISTRIBUTION IS UNLIMITED.
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Ground-Conducted Interference: Electrical interference, including undesirable random
fluctuations, on a common system reference generally caused by the mixing of return currents
from two or more circuits, or by the presence of undesirable alternating currents that may be
coupled onto the common reference via inductive or capacitive coupling.

Ground Loop: The condition wherein two or more points in an electrical system that are, by
design, expected to be at the same potential are connected by a conducting path such that a
difference of potential exists between the points caused by current flow through unequal
impedances to the common reference point.

Ground Tree Diagram: A drawing that depicts connections to the electrical grounding
architecture for interfacing circuits among subsystems.

Hard Ground: The condition wherein a circuit is ohmically connected to a common reference
via a resistance of 10 mQ or less. Other terms that may be encountered include “Hard
Reference,” “Chassis Reference,” or “Chassis Ground.” See the definition of “Chassis.”

High Side: The line connected to the positive terminal. It is also referred to as Active, Hi-side,
High, Hi, Positive, P, +, and WA (Wire Active). In a differential interface, it is usually called the
"True" line.

High Voltage: Steady state or transient peak potential in excess of 30 V AC or DC. The term
“high voltage” is somewhat arbitrary. Peak voltages in excess of 30 V AC or DC may present an
electrical shock hazard; peak voltages in excess of 120 V AC or DC may present a corona threat.

Medium Earth Orbit (MEQO): An orbit with an altitude between 2,000 km (1,243 mi) and
35,786 km (22,236 mi) above sea level.

Remote Interface Unit (RIU): An external add-on element of circuitry to meet interface
requirements without modification to existing hardware designs.

Rtn: The line connected to the negative terminal. It is also referred to as Return, Low-side, Low,
Lo, Lo-side, N, n, -, negative, common, WR (wire return), and sometimes colloquially referred to
as 0 V or Ground. The term “Ground” is specifically not used for this purpose in this Handbook.
In a differential interface, it is usually referred to as the "complementary" line.

Shields (Cable):

a. Bundle Shield: A layer of shield covering a group of electromagnetic-compatible signals.
An example is a set of temperature sensor twisted pair (TP) wires that are placed in a bundle
shield away from other types of signals in the same harness that may be additionally covered
by an overshield (or overall shield).

b. Outermost Shield: The last layer of shield. For one or more pairs of twisted pair shielded

jacketed (TPSJ) wires without a harness overshield, the outermost shield is the shield layer in
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the TPSJ wire. For a harness with a set of TP or TPSJ wires and a bundle shield or overshield
over them, the outmost shield is the bundle shield or the overshield.

c. Overshield (a.k.a. Overall Shield): A harness shield used to extend a Faraday enclosure
over a harness running between two or more electronic assemblies.

Single-Ended: An unbalanced circuit that relies on a reference shared by itself and one or more
other circuits for power and/or signal current return. An example is a transducer that has only a
single wire to connect its signal output back to an amplifier input stage. Another example is a
series of circuits that perform similar circuit operations that share a single common return wire.
The use of single-ended circuits is discouraged for new designs.

Soft Ground: The condition wherein a circuit is ohmically connected to a common reference via
a resistance greater than a few milliohms and less than a few tens of kilohms. Other terms that
may be encountered include “Soft Reference,” “Isolated,” “Modestly-Isolated,” or “Semi-
Isolated Reference or Ground.”
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4. GENERAL COMMENTS AND CONCEPTS

This section provides general comments and concepts that add to a level of understanding of, or
are used or appear in, the content of this Handbook. A list of NASA Lessons Learned applicable
to electrical grounding architecture is included for ease of reference.

As indicated in section 1.3, electrical bonding is not the subject of this Handbook. That statement
notwithstanding, electrical bonding of all chassis elements is essential to provide a common
voltage reference for all spacecraft systems and subsystems. “Electrical bonding” is not the same
as “electrical grounding,” but the two terms are often confused. The term “electrical bonding”
refers to the process whereby a reliable low-impedance electrical path is established between
different materials and surfaces. The term “electrical grounding” refers to the interconnection(s)
between electronic subsystems and between those systems and subsystems and the spacecraft
common reference. Proper electrical bonding and electrical grounding go hand in hand to ensure
the flow of intended and unintended current is controlled to minimize systemic EMI and signal
integrity issues. The latest version of NASA-STD-4003, written to replace cancelled MIL-B-
5087B (ASG), Bonding, Electrical, and Lightning Protection for Aerospace Systems (superseded
by MIL-STD-464), is the NASA electrical bonding standard that provides details regarding the
various processes to be followed.

The electrical grounding architecture for a spacecraft is meant to provide an equipotential or near
equipotential reference for electrical power, typically DC or low frequency, and both deliberate
and incidental high frequency signals and noise contributed typically by intentional on-board RF
sources and electronic switching circuits. In general, the spacecraft chassis/structure should not
be deliberately used as an intentional current return path. Ideally, every power and signal
interface circuit should have 100 percent of its current (over all frequencies) return on a
dedicated return wire near the outgoing power or signal wire. This essentially states the ultimate
goal of a successful spacecraft electrical grounding architecture design.

Figure 1, Model Spacecraft with Subsystems, illustrates a simplified model of an uncrewed
spacecraft. Shown in the model are four small boxes representing a telecommunication
subsystem (TEL), an attitude control subsystem (ACS), a command and data handling (CDH)
subsystem, and a power (PWR) subsystem with an attached photovoltaic solar array. A fifth
small box represents an onboard science package.

] TEL
5 CDH m / Solar
PWR il
Antenna Array
ACS Payload
i
Subsystems

Figure 1—Model Spacecraft with Subsystems
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In the context of this Handbook, the term “spacecraft” refers to the suite of electrical and
electronic systems and subsystems, known collectively as “the flight hardware,” necessary to the
safe operation and performance of the mission, as well as the mechanical structure that supports,
contains, and encloses the flight hardware. Most of the figures in this section illustrate systems or
subsystems only, with the spacecraft mechanical structure not shown. The mechanical structure
is assumed to provide a conductive common reference, either by the nature of being composed
for the most part of electrically conductive metallic components, or by the nature of a provided
conductive material that serves as a common reference.

Note that the electrical grounding architecture considerations discussed in this Handbook may be
applied to large subsystems/assemblies, such as payloads.

Figure 2, Drawing Nomenclature/Key, illustrates drawing nomenclatures used in this Handbook.

Assembly Electronics
Box/Housing/Enclosure

Circuit common

Signal return g ground; triangle is
1/0 Connector  Wire exiting box sometimes left out for

Common Reference (or Return) | " (no connection clarity

%7 Y . toboxwall
4.2 '» %7 The “4.2” example

identifies one of

Assembly enclosure " several separate circuit
S/C Structure (aka Chassis Ground) bonded to structure (commons dix B)
(using a faying surface S€€ appendix
bond and/or via one or )
more bond straps) Chassis ggour;ld; :
through methods detailed :?:::tnOt € shown for

in NASA-STD-4003. y
Common Reference (or Return) .

Harness shields are not to

Vi

be used as primary
2
1] P> clectrical bond paths.

Regardless of bonding
common Ej method, the least
reference ... ST inductive solution should

wire(s) take priority.

Figure 2—Drawing Nomenclature/Key

Note that the circuit common or return in most cases has a low-impedance ohmic connection
internally to the assembly electronic enclosure, and the enclosure is mounted on a supporting
structure (see Figure 7, Local Single-Point Ground vs. Local Multiple-Point Ground, as an
example).
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Figure 3, Isolated and Non-Isolated Common References, illustrates DC isolation of circuit
commons between two subsystems on the left-hand side using a transformer (this symbol is often
used to represent the presence of a DC/DC converter stage) and a lack of DC isolation of circuit
commons between two subsystems on the right-hand side. The lack of DC isolation as depicted
on the right-hand side may allow power or signal return current to flow in the intended return
path(s) as well as through common chassis ground connections. Opto-isolators may also be used
to provide electrical isolation.

Galvanic isolation DC return No isolation
between circuit commons wires between boxes

¢
B

e

m »ﬁ -
[ \ KEY: Galvanically-
[ [ isolated (e.g.,
transformer)

- Tesl signal or power
interface circuit

’
K \

\._Ground Loop

Figure 3—Isolated and Non-Isolated Common References

Isolation of intended current paths is an important concept. Impedance differences in inter-
connected paths can allow for the mixing of unrelated currents as they flow from source to load
and back. These impedance differences can give rise to differing potentials between electrical
and electronic components, causing effects similar to a “ground bounce” phenomenon. These
effects are more generally referred to as “ground-conducted interference.” Isolation methods are
discussed in more detail in section 5.3.

Figure 3 also illustrates the concept of a “ground loop.” Ground loops form magnetic loops, or
dipoles, able to efficiently radiate and receive electromagnetic fields because of Faraday’s Law.
At DC or very low frequencies, it is entirely possible to have multiple circuits sharing a single
return path. In this case, Kirchoff’s laws will effectively control the paths in which these currents
flow. It is possible for DC currents flowing in ground loops to create static magnetic fields that
can interfere with sensitive magnetometer operations, leading to navigational difficulties.
Impedance differences in multiple paths associated with the presence of ground loops can
contribute to short-to-chassis faults and high-voltage arcs potentially introducing transient
current and voltage spikes into sensitive circuitry, leading to measurement errors and delays in
telemetry readouts. Ground loops can be quite deleterious for configurations wherein the
possibility of electromagnetic field-to-wire coupling exists. External RF sources may contribute
to such coupling, but more likely for a typical spacecraft is coupling of RF emitted by on-board
communications, navigation, and telemetry packages. Ideally, a given design should avoid the
presence of ground loops. It may not be possible to entirely avoid their presence.
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The key to minimizing undesirable effects of ground loops is to minimize the enclosed area
around which current flows through the loop. The existence of “ground loops” for a particular
design should be reviewed within the context of the needs and characteristics of the design and
the possibility and ramifications of coupled electromagnetic interference.

Floating conductors or electronic elements should be avoided. To prevent floating elements and
wiring (which may float when switch contacts are open or separation connectors disconnect), a
static bleed resistor (e.g., between 1 MQ and 100 MQ) to the chassis can be used. The bleed
resistor(s) can be hard-wired into any circuit that might float when not mated to other units or
might be isolated for any reason at any time.

It is desirable to make all explicit requirements testable. As an example, DC isolation
measurements are typically performed using a simple two or four wire ohmmeter with power
disconnected from the equipment under test. This prevents a false reading because of unknown
current paths in the power source. Measurements are performed between one or more selected
connector pins to chassis using both polarities of the meter (two measurements per pin). A
breakout box or other pin-saver device may be used as a means of access to the selected pins.

Analysis can be used to predict a range of allowable chassis current for a specific piece of
hardware, supplemented by measurements of chassis current and/or currents in conductors
identified by the equipment designer, using a test setup that would preclude all possible currents
other than those associated with the specific hardware item.

At the same time, capacitance to the chassis can be measured with a capacitance meter, and
capacitive impedance can be measured by other meters (such as an impedance or network
analyzer or an LCR meter). It will be important to specify the test voltage and frequency range of
interest as part of the requirements; selection of these parameters is not in the scope of this
Handbook.

See the following NASA lessons learned for more information:

e Circuit Isolation:
- LLIS-1603, “Digital Logic Device Latch-up”
- LLIS-1607 “Fin Actuator System/Hinge Torque and Output Transistor Failure”
- LLIS-1609, “Fin Actuator System/Logic Circuit Separation from High Current”

e Use of Spacecraft Structure as Current Return:
- LLIS-0379, “Violation of Magellan Electrical and Grounding Specification”

e Floating Circuits:
- LLIS-0800, “Thick Dielectric Charging/Internal Electrostatic Discharge (IESD)”
- LLIS-0151, “Throat Plug and Purge Adapter Assembly Grounding”
- LLIS-0658, “Electrical Grounding Practices for Aerospace Hardware”
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4.1 Types of Electrical Grounding Architectures for Uncrewed Spacecraft

The two principal types of electrical grounding architectures used in uncrewed spacecraft design
are the so-called SPG and multi-ground or multiple-point ground (MPG) architectures. These are
known by numerous other similar terms.

Figure 4, Single-Point “Star” Ground (Not Generally Recommended), illustrates circuit
commons interconnected at a single physical point. This point is often located on an electrical
chassis or vehicle structure but could as easily be located inside an enclosure that contains or
houses several individual components. The key design feature of this approach is that only a
single reference path for each assembly exists.

Galvanic Isolation between assemblies

Assy 1 Assy 2 Assy 3

Simplified equivalent circuit

<— of circuit common reference
path to structure

Figure 4—Single-Point “Star” Ground (Not Generally Recommended)

This configuration is sometimes referred to as a “star” ground because all wires connected to the
common reference branch out from a single point, reminiscent of the concept of light rays
emanating from a single point, such as a star. Star grounding is typically used when an adjacent
conductive structure/chassis is not available. In this case, a threaded fastener located on the
nearest conductive structure is designated as a common “tie point.”

In general, when an SPG configuration is employed, interconnected components are separated by
some distance from each other, necessitating the use of electrically conductive wiring in the form
of lengths of wire, straps, or other similar materials to facilitate the interconnections. This is
particularly true when components located on a non-conductive structure have to be
interconnected to a common reference removed from the components’ locations. Wires, straps,
or other materials employed for the interconnections will exhibit both resistance and inductance,
and various values of capacitance to nearby objects. Currents will flow through the
interconnections, some intentional by design, and others unintentional, perhaps the result of
field-to-wire coupling. While currents at frequencies less than 1 MHz primarily interact with the
series resistance of the interconnections, series inductance will introduce reactive loss at
frequencies greater than 1 MHz. Parallel capacitances will introduce additional reactive loss and
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can contribute to undesirable coupling from or to other components or nearby structures. In
direct proportion to frequency, reactive losses associated with such parameters can and will
negate any intended zero-potential reference with respect to chassis, thereby jeopardizing the
desired isolation between components. Because of the potential for inherent and undesirable
reactive losses, the use of a star ground configuration is strongly discouraged. If it is determined
the use of a star ground configuration cannot be avoided, the configuration should be reviewed
and approved by EMC and systems engineering specialists prior to integration.

Figure 5, Multiple-Point Ground (MPQG), illustrates a multiple point (a.k.a. multi-point or multi-
path) ground arrangement. Note that each circuit common is grounded directly to the chassis and

grounded indirectly to the chassis via the connections to the other assemblies. This approach is
typical for RF subsystems and is not recommended for use in power circuits.

No isolftion between asselnblies
| | | |
ST

Figure 5—Multiple-Point Ground (MPG)

For high-voltage systems, including interconnects, an inadvertent discharge to the local structure
is a possibility during ground testing and/or also during flight operations. The current from such
a discharge has to find its way back to its source resulting in high current and possibly damaging
voltage transients due to ground currents within the source system and possibly within the host
system. Take protective measures to ensure the local flight system and associated host system are
made immune to damaging ground transient currents, if a high-voltage discharge occurs. Check
NASA-HDBK-4007, NASA-HDBK-4002, NASA-HDBK-4006, and NASA-STD-4005
references for additional information on protective measures.

4.1.1 Variations of the Two Principal Types of Electrical Grounding Architectures

Figure 6, Distributed Single-Reference Ground Architecture, illustrates an improved chassis
referenced ground system as compared to Figure 5. Each electronic assembly has one and only
one path to the chassis (the zero-voltage reference plane), and no deliberate structure current
exists. Compared to the star SPG of Figure 4, each ground reference wire is as short as possible,
providing minimum AC impedance between each circuit common and chassis. All subsystems
have a common DC voltage reference potential (the interconnected chassis). This grounding
architecture is also referred to as “Distributed SPG.”
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Galvanic isolation between assemblies

Figure 6—Distributed Single-Reference Ground Architecture

The grounding architecture shown in Figure 6 is typical for a modern NASA spacecraft that pays
special attention to grounding architecture. Benefits of this approach include isolation of
interfaces, minimization of structure currents, and realization of a nearly equipotential structure
reference.

For subsystem assemblies that use circuitry with high-voltage or high-current rate-of-change, a
local MPG arrangement, as depicted in Figure 7, Local Single-Point Ground vs. Local Multiple-
Point Ground, may be required to control radiated emissions. The local MPG architecture applies
to the internal features of an assembly such as the PCBs, assembly enclosure, and
interconnecting cables. With the traditionally employed SPG architecture employed in
assemblies, high-frequency impedance between active circuit reference and chassis may result in
excessive ground-conducted interference and resultant radiated emissions. A locally distributed
ground provides multiple or continuous connection points between circuit common and chassis
and may be more appropriate for assemblies employing digital circuits or circuits having rapid
changes in voltage or current.

T ——

™
™

777

I 77777 7 777777777777 sy //
Single-Point Ground w/ Single-Point Ground Distributed Ground w/ Distributed Ground
Representative Bond Strap Direct Mount Representative Bond Strap Direct Mount

Figure 7—Local Single-Point Ground vs. Local Multiple-Point Ground*

* The actual implementation of local MPG is not shown in Figure 7. A local MPG implementation places most of its
physical ground connections between the PCB return planes and the face of the box (or panel) containing the signal
/O connectors. These parallel connections should minimize loop area and self-inductance. An optional
implementation might be to create a bezel on the I/0 wall and mount the GND/Return plane on that surface as close
as possible to the I/O connectors, then electrically bond the GND/Return plane to the bezel via multiple parallel
connections. Low-inductance SMT capacitors may be used to achieve low-frequency single-point grounding,
provided that a single direct connection is placed in parallel with the SMT capacitors to provide the DC single-point
ground. Surface-mount low-inductance Y-capacitors provide a low-impedance ground reference above ~1 MHz.
Capacitor placement and board traces should be considered to minimize series inductance. Thus, considerations for
this approach should include the type of capacitors, their locations, and the printed circuit board layout and
installation method.
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Note that the local MPG shown in Figure 7 provides for a parallel path for DC current and can
increase DC current loop and DC magnetic field. In applications where DC isolation is essential
(e.g., missions with sensitive DC magnetic requirements), local MPG may be achieved using
multiple capacitors only when they are properly designed and installed.

Figure 8, Floating (Isolated) Grounds (Not Generally Recommended), shows a floating (isolated)
ground architecture. Circuit commons isolated from chassis are vulnerable to noise pickup
through parasitic paths; thus, a floating ground system is generally not desirable. While systems
are usually ground referenced in some manner, there is no theoretical reason why an assembly’s
circuit common needs to be chassis referenced. Practical considerations dictate that at least a
static bleed resistor be present, even if isolation from chassis ground is designed into the
subsystem/system. Note that an isolated ground system is not in compliance with human-rated
systems or the National Electrical Code.

Isolation between assemblies

l l No connection between
<4— circuit common and chassis,
MQ & Roieea MQ & Roleed MQ & Roteed except for bleed resistors

Figure 8—Floating (Isolated) Grounds (Not Generally Recommended)

Figure 9, Daisy-Chained Ground Architecture (Not Recommended), shows a daisy-chained
ground architecture. This is a poor practice in general, and it is shown here only to emphasize
that it should not be done. Shared return wires cause common-mode voltage differences (circuits
“talk” to each other through common-mode impedance coupling). It may be tolerable if it is done
within the confines of a small integrated device or a specific system component such as an ACS
that has the box-to-box wiring. If it is permitted for separately built assemblies that are later
integrated together, unpredictable behavior may occur.

Daisy-chained grounds

'

iy
Figure 9—Daisy-Chained Ground Architecture (Not Recommended)
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S. GROUNDING ARCHITECTURE SELECTION CRITERIA

System designers should understand the following grounding design choices and have rationale
for their selected grounding architecture.

5.1 Size of Spacecraft

The determination of an electrical grounding architecture is a critical step in the design of any
spacecraft, crewed or uncrewed. For general application, the preferred electrical grounding
architecture is a multiple single reference system or its equivalent; this approach may not be the
best choice for all uncrewed spacecraft or for certain specific subsystems. Review of several
successful legacy uncrewed NASA missions, the primary aspects of which are summarized in
Table 1, Spacecraft Grounding Criteria Based on Spacecraft Size and Complexity, suggests a
number of design criteria that drive spacecraft design complexity, including electrical power
density and distribution, system reliability and electromagnetic compatibility (EMC), mission
life span, cost, and mass constraints, any or several of which may ultimately carry substantial
weight in the design trade space. Grouping these criteria in terms of spacecraft size appears as a
reasonable starting point for the selection process. In comparison to larger, more complex
spacecraft designs, smaller spacecraft have shorter distances between hardware; shorter distances
typically translate into lower voltage differentials between hardware and smaller wiring and
cabling loop areas. Regardless of size constraints, providing electrical isolation at all interfaces
increases both component and system-level design and certification time, parts counts, and
volume and mass impacts, all of which prove cost prohibitive to smaller programs.

Table 1—Spacecraft Grounding Criteria Based on Spacecraft Size® and Complexity"

Parameter Large/Complex Medium Small/Simple
(Size/Diameter) (>3 meter) (1-3 m) (<1 m)

Mass >2000 kg 200 - 2000 kg <200 kg

Mission Lifetime >3 years (36 months) 18 months - 3 years | <18 months

Power >800 watts (W) 200 - 800 W <200 W

Cost >$1000 million (M) $100M - $1000M <$100M

EMC Needs Very sensitive to noise; | Medium Insensitive (e.g.,
quiet science platform* motors)*

Reliability Highest Medium Demonstration missions

Classification

Examples Voyager, Galileo, TOPEX/Poseidon, Clementine, VME bus,
Hubble, Cassini, EOS, GOES, SIR-C, New Millennium, "one-
CXO Magellan box" S/C

Notes:

A Size breakpoints are somewhat arbitrarily defined and should be considered as an entry point for further
design considerations.

¥ Some of the example spacecraft listed herein employed electrical grounding architectures different from
those recommended in this Handbook.

* Use of low field-strength magnetometers, low-frequency E-field and H-field sensors, and/or extremely low
signal levels are not specifically listed but are criteria that fall under the category of “EMC Needs” and tend
to require the use of design principles more often associated with large/complex spacecraft.
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Table 2, Spacecraft Grounding Architecture Selection Issues and Recommendations, summarizes
electrical grounding architecture selection considerations and recommendations keyed to the
three spacecraft sizes identified in Table 1. Although several control measures are common to all
platforms and circuitry types, specific and/or unique requirements and constraints of each

spacecraft and its mission that cannot be included in Tables 1 and 2 should be evaluated to
finalize the choices of electrical grounding architecture, end-circuits, cable construction

techniques, and related design topics and considerations.

Table 2—Spacecraft Grounding Architecture Selection Issues and Recommendations

(solar array, battery,
RTQG) grounding to
chassis

provide ground
referencing at power
electronics assembly

Architecture Large/Complex Medium Small/Simple

Consideration Spacecraft @ Spacecraft | Spacecraft Comments
1. Power Single DC voltage to Single DC Permit Prefer using single DC
distribution system; | loads voltage to multiple voltage to loads; small can
single or multiple loads voltages to use multiple: for example,
voltages to loads loads VME bus/backplane
2. Ground fault Isolate primary power | Isolate Permit non- Prefer fault isolation and low
isolation of main return from chassis @ | primary isolated; chassis currents
power bus power return | permit chassis

from chassis currents if
EMC allows

3. Power sources Isolate the elements; Isolated Isolated Usually easily isolated

4. Power user

Power input (primary

Power input

Isolation is

For large and medium S/C,

LVDS), Transformer-
Coupled interfaces
(e.g., MIL-STD-1553),

(subsystem/load); to secondary) isolated | (primary to preferred single DC voltage to loads is

isolation from at user-to-load secondary) ~28 V, and loads typically

power distribution interface isolated at contain isolated DC/DC

system user/load converters to produce lower
voltage rails used by analog
circuits and digital logic (e.g.,
+12V,5V,3.3V). For small
SC, there may be a
centralized source for these
analog and digital rails.
Commercial off-the-shelf
DC/DC converters often
provide power isolation as
bought

5. General interface | All signal interfaces Same as Direct, non-

signal circuits between subsystems large/complex | isolated

(including are isolated. S/C subsystem

command, signal, Pseudo-isolated interface

and data) differential interfaces permitted

grounding/isolation | (e.g., RS-422, RS-485,
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elements, including
propulsion

referenced at central
ACS electronics
assembly

ACS and CDH
system might
be integrated

Architecture Large/Complex Medium Small/Simple
Consideration Spacecraft Spacecraft | Spacecraft Comments
and Opto-Isolated
interfaces permitted.
6. Attitude control All interfaces isolated; | @ In small S/C, Attitude control needs special

attention because of the many
remote sensor elements

7. RF interfaces

Multi-point

Multi-point

Multi-point

RF signals need multipoint.
(Non-RF I/F's treated per
issue 5)

8. Pyro firing unit

Isolated firing
electronics

Direct-energy
transfer

Direct-energy
transfer

Isolation for pyro ground
fault concerns

9. Other special
(boom mounted,
science instruments,
slip rings, electric
propulsion, plasma
experiments)

Generally provide
ground/bond strap
down dielectric boom
to give good chassis
reference; route
separately from signal
cabling @

So unique that it is hard to
generalize what to do;

to be handled on an
individual basis

Notes:

(1) Large/Complex Spacecraft entries list the best/most desirable but usually most costly design practices.

(2) The high-side (+) short to chassis will not have large currents if the return (-) is isolated.

(3) If the cell is blank, it means there is no specific recommendation. This is frequently the case for the Medium
Spacecraft, where the choice may be toward the isolated or the multi-point design at the system designer's

discretion.

(4) The recommended approach for electronic circuits located on composite booms and other non-conductive
structures (sometimes several meters from spacecraft conductive structure) includes:

- Control the end circuit common-mode impedance with respect to chassis and balance it over the entire
frequency range of interest for the spacecratft.

- Filter circuits at both ends of the cable to attenuate unwanted interference and improve circuit balance.

- Isolate circuitry from shield and housing at the boom end. Floating the end-circuits controls current return
paths and decouples circuitry from interference induced on the cable shield. Secondary effects of floating
the end-circuits, such as resonances, should be quantified by tests.

- Double shield the cables (preferably shield cables with overbraid and then wrap them with conductive
tape). Encase boom end-circuits. Terminate cable shields at both ends with a 360° circumferential shield
termination technique. The combined effect of shield braid and conductive tape provides low shield transfer
impedance and transfer admittance necessary for controlling emissions and susceptibility.

- Provide circuit reference for end-circuits using conductors within the cable harness. Shielding, filtering,
and balancing control the out-of-band interference. The effects of voltage drop and other errors introduced
by circuit operation are controlled by size and quantity of power return and circuit reference conductors.

DOCUMENT APPROVED FOR PUBLIC RELEASE — DISTRIBUTION IS UNLIMITED.

26 of 46




NASA-HDBK-4001A

5.2 Discussion of Electrical Architecture Considerations

5.2.1 Power Distribution System: Single or Multiple Voltages to Loads

The first consideration of an electrical grounding architecture is whether the main power
distribution system is required to deliver (1) a single voltage that is subsequently modified by
power converters in the various loads, or (2) all the voltages needed by loads. A single voltage
system (often 28 V DC) is more common on larger spacecraft. Figure 10, Generic Power
Distribution System Architecture, illustrates a generic power distribution system. The loads as
depicted graphically imply internal power conversion stages, but they could as easily be simple
loads, all of which operate on a single output voltage supply that are provided unique voltages
from the main power distribution system.

More users...

P

Power Storage,
Conditioning & Power User (Load)
Power Sources Distribution System Interfaces

s lER:' C [gug I—Er'

iiiiiiids i //////////////

Fault isolation
resistance

mil

Figure 10—Generic Power Distribution System Architecture

From the system design perspective, a single voltage system is the simplest and likely to be the
most reliable design of an electrical grounding architecture. Each user load is either designed
internally to operate on the single available voltage or is individually responsible for generating
any additional voltages that may be necessary for the needs of the load, as well as providing the
necessary galvanic isolation between the primary bus and any secondary buses employed by the
load. Each load power converter secondary circuit common (or return) is normally designed to
have a secondary-side reference to the spacecraft chassis (see Figure 7 as an example of the local
reference). One of the main benefits of this implementation is to break up possible ground loops
and to keep the load power converter primary side and secondary side in separate fault
containment regions avoiding the load secondary-side faults to propagate to its primary side.
This is the preferred system and is recommended, particularly for larger spacecraft.
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For a smaller spacecraft, a multiple voltage distribution system can be more desirable since this
approach can substantially reduce load design complexity and mass and volume impact. The
design complexity of the power distribution system in this design space increases and brings
engineering trade-off considerations to the table, including thermal control issues, provision of
adequate galvanic isolation between voltage outputs and individual load circuits, and more
complex filtering to control conducted emissions and susceptibility.

Additional information on the “fault isolation resistance” shown in the center component of the
distribution system will be discussed in section 5.2.2.

5.2.1.1 Additional Aspects to Consider

5.2.1.1.1 Power Sources

Solar arrays, batteries, and other power sources are normally delivered from the vendor with the
positive and negative poles galvanically isolated from the source enclosure or chassis. A notable
exception is radioisotope thermoelectric generators (RTGs).

An RTG contains radioactive material that decays naturally over time (typically an isotope of
plutonium, strontium, or curium). An array of thermocouples is mounted to the outside of the
enclosure within which the radioactive material is located, and the heat generated by the decay
process is converted into electricity by the Seebeck effect. RTGs are usually the most desirable
power source for applications (1) that require no more than a few hundred watts of electrical
power for long durations, (2) in which the use of fuel cells, batteries, or generators are
impractical because of mass and/or cost constraints, or (3) in which the use of solar cells is
impractical.

Over a span of time measured in years, the ionizing radiation associated with the decay of the
radioactive material may degrade dielectric materials used to construct the generator, including
the insulation on electrical wiring. Reliable RTG design should address this inevitable loss of
dielectric integrity. Effective means of doing so include careful selection of wiring insulation and
implementation of galvanic isolation between the RTG housing and the electrical wiring
contained therein. As an additional mitigation of a possible internal electrical short to the RTG
case, a “fault isolation resistance” as discussed in section 5.2.2 may be incorporated into the
overall power system design.

5.2.1.1.2 Information Pertinent to Operations in the Plasma Environment

Design criteria, considerations, and recommended certification testing for solar arrays that
generate potentials in excess of 55 V and that are intended for spacecraft operation in the low
Earth orbit (LEO) environment are detailed in NASA-STD-4005, Low Earth Orbit Spacecraft
Charging Design Standard, and NASA-HDBK-4006, Low Earth Orbit Spacecraft Charging
Design Handbook. The polar LEO environment is a special case that will encompass both the
LEO environment and some aspects of the MEO and GEO environments. For operation in the
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MEO and/or GEO environments, or for spacecraft that may transit through the Van Allen belts,
design criteria, considerations, and recommended certification testing for spacecraft systems,
including power systems, are detailed in NASA-HDBK-4002, Mitigating In-Space Charging
Effects - A Guideline. NASA-HDBK-4007, Spacecraft High-Voltage Paschen and Corona
Design Handbook, provides design criteria, considerations, and recommended certification
testing for spacecraft electrical power systems applicable in all operational regimes.

5.2.2 Ground Fault Isolation of the Main Power Bus

A critical decision to be made in the design process of an electrical grounding architecture for an
uncrewed spacecraft is whether or not to connect the power system return to spacecraft structure
or chassis with a low impedance.

This approach is generally implemented by effecting an ohmic connection between the power
system return and the chassis near the power conditioning and distribution unit. The
implementation of such an electrical grounding architecture can aid in the reduction of common-
mode currents, effectively adding a degree of control of the magnitude of common-mode
conducted emissions, a primary goal of design. This can be especially important for spacecraft
that operate science experiments intended to measure low magnitude electromagnetic fields and
assess counts and effects of charged particles. Design to minimize common-mode conducted
emissions and suppress radiated emissions throughout the system is always strongly
recommended.

If the power system is hard grounded to chassis, it is necessary to ensure that unprotected power
shorts to chassis are not credible failure modes by incorporation of design features such as:
- Double insulation of all power bus cabling;
- Ample spacing between high side and return or chassis in unprotected circuitry, connectors,
and printed wiring board traces;
- Ample insulation of unprotected high-power components heat-sunk directly to chassis; and
- Routing of unprotected power bus cabling away from sharp edges and other sources that
may degrade the integrity of the cabling insulation.

The above design features should also be incorporated in individual electronic assemblies unless
the assemblies incorporate protective circuitry such as current limiters, circuit breakers, or fuses
that can cut off the primary power if their power lines are shorted together or to the chassis. All
design features used to protect the power system from shorts should be subject to appropriate
inspection and/or tests.

In a crewed spacecratft, if a component in a subsystem should suffer an electrical short to chassis,
typically a circuit breaker that routes electrical power to the affected subsystem and/or
component will either open because of the current overload or can be manually opened by a crew
member, effectively removing any detrimental impact to the remainder of the electrical power
system. In an uncrewed spacecraft following an electrical short-to-chassis fault (e.g., caused by
MMOD hits and/or by intermittent RTG internal shorts to its case), this same approach could
also be taken. Providing the mechanism for such control would create a heavy burden, adding
volume and mass to the design, and actually reducing the reliability as the parts count and circuit
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complexity would by necessity need to increase, possibly quite dramatically. Without the
addition of such a sophisticated control system, a single short-to-chassis fault could compromise
the mission. This has been the cause of several mission failures, as illustrated in Table 5 in
Appendix A.

Aside from robust design methods for internal electronics and careful selection of wiring
insulation and routing, an effective and successful approach that combines fault protection as
well as minimization of conducted and radiated emissions is to ohmically isolate the power
system return from spacecraft chassis by inserting a modest resistance between the return and
chassis. Conceptually, this entails use of a resistance value that is “high” enough to limit chassis
current in case of a fault, but “low” enough at the same time to continue to provide a stable
common reference. As an example, an ohmic isolation of 2 k€ limits chassis currents to 14 mA
for a 28 V system in case of a short-to-chassis fault. This keeps the power return close to chassis
potential but prevents loss of mission.

If the power system is ohmically isolated from the chassis, all other electrical systems and/or
components connected to the same power system should also be ohmically isolated from the
chassis in similar fashion. This power system implementation will likely permit the existence of
relatively greater power bus common-mode conducted emissions, and possibly greater radiated
emissions as well. User load power system interfaces in this power system implementation would
likely require increased immunity to common-mode conducted emissions, and the wiring for
subsystems and their components might require more robust cable shielding to protect from
crosstalk interference. The power system wiring itself might require shielding to mitigate
radiated emissions in the pass band of sensitive antenna connected receivers.

Repetitive or cyclic shorts between the power bus positive line and chassis can contribute
undesirable mid- to high-frequency ground-conducted interference in a fault-isolated power
system architecture as discussed in this section. It is possible in such a system to bypass the
isolation resistance(s) with capacitors, switches, and/or fuses, although the efficacy of this
approach is somewhat limited. The design burden of incorporating these sorts of additional “add-
ons” may be considered acceptable when balanced against the tolerance to a high-side short to
the chassis. An example of such an approach is to have a direct path to chassis through an
appropriately sized fuse or circuit breaker that is paralleled by a current-limiting resistor, as
previously described. This permits solid power system grounding for common-mode noise
reduction, prevents total failure in the event of a power system high-side short to the chassis, and
still has a soft reference to chassis after such a failure. For this to work, all main power bus loads
should have been designed to be DC-isolated from the chassis.

As an example of a large/complex uncrewed spacecraft design, the Cassini spacecraft employed
a balanced-about-chassis semi-floating ground architecture for its primary 30-V DC power bus.
Both high (+) and return (-) wires were referenced to chassis through 2 kQ equivalent resistance.
The balanced grounding architecture contained an additional imbalance detector providing
voltage telemetry to monitor any chassis leakage currents that could be associated with a
deteriorating load while in a critical phase of a mission or during the integration and testing
phase. The balanced grounding architecture allowed the power bus to return to its “one short-to-
chassis tolerant” operation by switching off the offending chassis-faulted load, when feasible.
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5.2.3 General Interface Circuits (Command, Signal, Data)

If the systems designer has chosen to have an isolated spacecraft electrical grounding
architecture as described in section 5.2.2, it is then required that all command, signal, and data
circuits should also be isolated. See Figure 11, Example of Command, Signal, and Data Interface
Electrical Grounding Architecture.

Isolated
signal Transformer-isolated Standard data - Transformer-isolated
: MIL-STD-1553B Bus MIL-STD-1553B Bus
interface ; ]
3”{ |—|— Connection (e.g.) bus interface Connection (e.g.)
HE N .

L1 /1S
Figure 11—Example of Command, Signal, and Data Interface Electrical Grounding
Architecture

Standard differential data transmission circuits, including Ethernet, LVDS, RS-422, RS-485,
USB, and MIL-STD-1553 have multiple configurations, some offering full galvanic isolation. In
general, these data bus architectures are implemented with some level of galvanic isolation and
should be isolated from the structure by 6 kQ or greater (the 6 kQ value is based on the design of
commercially available integrated circuits). Without true galvanic isolation, common-mode
voltage between communicating nodes can develop and may exceed ratings for some data
reception circuits. Care should be taken to ensure electrical compatibility while maintaining
compliance with the selected grounding architecture. The use of balanced differential line drivers
and receivers provides a high degree of common-mode noise rejection, making it an excellent
means of sending and receiving data between equipment. Line drivers and receivers that have
balanced receivers and low-impedance drivers are considered balanced circuits even though the
source is connected directly to the common reference. Even “balanced” circuitry that does not
utilize a balanced line driver still has a high degree of common-mode rejection given that the
output impedance of the source is low compared to the impedance of the balancing resistors.

Some of these circuits may violate galvanic isolation requirements when they are unpowered
because of paths in the driver or receiver chip that permit ground currents to flow when the chip
is unpowered. The use of galvanic isolation devices specifically intended for use with these
circuits is recommended in such cases. The use of standard differential data transmission circuits
implemented with additional galvanic isolation devices, where deemed necessary, complies with
the content of this Handbook when galvanic interface isolation is specified.

Returns for command, signal, and data circuits should not be interconnected with each other or
with any other circuits unless the topology of both circuits allows for this and should be isolated
from chassis/structure by at least 1 MQ. Also, command, signal, and data circuit returns should
be galvanically isolated from harness shields by a minimum resistance of 1 MQ. The use of
separate returns minimizes noise voltages created by noise currents flowing through common
impedance and aids in avoiding ground loops. Isolating returns from harness shields mitigates
noise intrusion into the circuit and improves electromagnetic immunity.
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Circuitry that does not process RF but that is contained within RF subsystems should be
galvanically isolated in the same fashion as for general interface signal circuits to maintain an
isolated grounding architecture. Analog and digital systems inside RF units should be physically
and electrically separated from the RF sections to the greatest extent possible. This is easier to
accomplish if such an approach is inherent to initial design efforts.

5.2.4 Attitude Control Elements

ACS can present practical difficulties for an optimal electrical grounding architecture
implementation. This type of subsystem often comprises remote sensing units, remote hardware
elements for navigational and stability control, and a central control assembly. If these hardware
elements are bought as commercial off-the-shelf (COTS) equipment from various vendors, their
signal and power interfaces may not comply with the desired spacecraft electrical grounding
architecture.

ACS elements are generally located on the same ground tree because these elements normally
share a single power supply, and it is difficult to isolate the many internal interfaces. (See Figure
12, Attitude Control Subsystem Interface Electrical Grounding Architecture.)

ACS sensors and loads:
aE Earth sensors, sun
Sensors, gyroscopes,
inertial reference units,
star sensors, rockets,
thrusters, torquer bars,

reaction wheels.

Figure 12—Attitude Control Subsystem Interface Electrical Grounding Architecture

ACS

yvvy

The solutions to these unique dilemmas cannot be resolved in this Handbook. Galvanic isolation
may be achieved by specifying it from the vendor, by designing an external RIU that provides
the desired or necessary isolation, or by incorporating galvanic isolation into external interfaces
contained in the central control assembly. If COTS hardware is selected for system
implementation, impacts to EMC or reliability should be thoroughly examined and documented.
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5.2.5 Radio Frequency Interfaces

The National Telecommunications and Information Administration (NTIA) identifies any signal
greater than 3 kHz as an RF signal. Intentional RF systems flown on practical spacecraft
typically operate at frequencies greater than 1 GHz, although lower frequency signals may be
employed on science packages. As was discussed in section 4.1 under Star Ground, physical
connections to the electrical grounding architecture exhibit series resistance and inductance and
parallel capacitance to surrounding objects and spacecraft structure. These circuits can easily
become resonant, introducing reactive impedance that can effectively negate the connection and
result in undesirable radiated emissions. Inter-stage common referencing and the use of multi-
point electrical grounding architecture as illustrated in section 4.1 under MPG has proven to be
the most effective approach to ensure proper operation and the mitigation of ground-conducted
interference and radiated emissions in RF circuitry. (See Figure 13, Radio Frequency Subsystem
Interface Electrical Grounding Architecture.)

RF circuit common is

Coaxial returns at chassis ground multipoint grounded for

RF il £ N performance reasons.
I J; K ) There is no way to isolate

/; high frequencies from

chassis ground.

Figure 13—Radio Frequency Subsystem Interface Electrical Grounding Architecture

5.2.6 Pyrotechnic Subsystem Interfaces

Pyrotechnic systems should be designed and developed to preclude hazards from unintentional
arming, actuation, or initiation, and from failure to fire. RF energy of sufficient magnitude to
degrade or fire pyrotechnics can be electromagnetically coupled into a pyrotechnic subsystem
from the external electromagnetic environment. The possible consequences include both hazards
to safety and performance degradation. Compliance with recommendations ensures

prevention of performance degradation or inadvertent activation of electro-explosive devices
(EEDs) or firing circuits. Design requirements apply to all subsystems utilizing explosive or
pyrotechnic components, particularly those that are electrically initiated.

Pyrotechnic systems should have a separate power source galvanically isolated from all other
electrically powered systems. An example of use of an electrical power converter that isolates the
pyro firing unit from both the DC power bus and from the chassis is shown in Figure 14,
Example Use of an Electrical Power Converter Isolating the Pyro Firing Unit from the DC Power
Bus and Chassis. Other solutions might include a separate isolated battery, or a capacitor
discharge subsystem resistively isolated from the main power bus on high side and return.

DOCUMENT APPROVED FOR PUBLIC RELEASE — DISTRIBUTION IS UNLIMITED.

33 of 46



NASA-HDBK-4001A

Cabling
Field Joint NASA Standard Initiator (NSI)
Pyro Firing Assembly Example of Overshield Conne_cg’f lect losive device (EED)
(overwrapped shield), as needed
TPSJ Innershield
¥ =
Usua lly FET Switches
Isolation
Resistance

Figure 14—Example Use of an Electrical Power Converter Isolating the Pyro Firing Unit
from the DC Power Bus and Chassis

All pyrotechnic subsystem interconnections should utilize twisted shielded pair wiring with the
return side connected to the power source only. Pyrotechnic firing circuits should be isolated
from all other circuits, including other pyrotechnic firing circuits. Each pyrotechnic firing circuit
should have dedicated return lines to its source, and the source is recommended to be isolated
from chassis or structure. If the pyro firing source is derived from the main power bus,
overcurrent protection should be provided between the main bus and the pyro bus.

All pyrotechnic subsystems should incorporate cable shielding that provides a minimum of

40 dB of RF attenuation from 30 kHz to 40 GHz. Shielding should not have any gaps or
discontinuities, including connector backshell terminations, and should provide a minimum of
85% optical coverage. Shielding should not be used to carry any intentional currents. Multi-point
electrical grounding of shields to chassis or structure at source and load and at all intermediate
breakpoints should be implemented. The preferred method of shield termination is a 360-degree
peripheral termination into connector backshells. At intermediate breakpoints, where connection
of shielding to chassis or structure cannot be achieved, individual shield continuity should be
maintained across the breakpoints.

Multiple pyrotechnic subsystems may be routed together inside a common shielded cable bundle
but should be electrically isolated from each other such that current flow in one circuit does not
induce any current flow in any other circuit greater than 20 dB below the maximum no-fire
current for the affected circuit.

NASA standard initiator (NSI) firing always generates some conductive plasma, resulting in pin-
to-pin or pin-to-case plasma arcs lasting between 5 and 6 ms after the NSI bridgewire opens.
Plasma arcing usually occurs in more than 25 percent of NSI firing events. In a direct-energy
transfer system wherein NSIs are fired directly from the main battery bus that is not isolated by a
deliberate turn-off switch, current could continue to flow for the entire duration of the plasma
arcing event, causing magnetic field emissions coupling into nearby sensitive circuits. In the
worst-case scenario, a near total loss of power might occur. This mechanism is compatible with
several spacecraft anomalies and failures listed in Table 5 in Appendix A. The design of the pyro
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firing circuits should provide limiting for pyrotechnic current pulse maximum levels and
duration. Reference NASA Lessons Learned LLIS-348, Magellan AACS RAM Upset During
SRM Pyrotechnic Initiation, for more information.

In addition to this plasma short, a prolonged NSI pin-to-case short could result from deposition
of molten NSI residual. Pin-to-case metal deposition may occur after the plasma arc is
extinguished, caused by zirconium fragments forming a conductive path across the ceramic
charge cup. Currents as high as 15 to 20 amperes, significantly higher than firing pulse currents,
flowing through such a short may damage circuit components because circuit elements may not
be sized to withstand this higher current. Reference NASA Lessons Learned LLIS-1412, Plasma
Arcs from Pyro Firing May Cause Prolonged NSI Shorts (2003), for more information.

AIAA S-113B, Criteria for Explosive Systems and Devices on Space Launch Vehicles, is a
commonly required reference, defining many aspects of pyro design, including special shielding
and grounding requirements for range safety.

JSC 62809, Human Rated Spacecraft Pyrotechnic Specification, is an Agency acknowledged
requirements standard for crewed spacecraft, but it can be also used as a source reference for
appropriate tailored incorporation for uncrewed spacecraft.

MIL-STD-1576, Electroexplosive Subsystem, Safety Requirements and Test Methods for Space
Systems, is an often-cited reference, defining many aspects of pyro design, including special
shielding and grounding requirements for range safety.

MIL-HDBK-1512 establishes uniform design and qualification requirements and test methods
for the design, development, and acceptance of all electro-explosive subsystem and component
parts.

NASA-STD-8719.12 prescribes the NASA safety standards and procedures for operations
involving explosives handling and processing.

Chapters 8 and 13 of Annex to NASA-STD-8719.24 NASA Payload Safety Requirements &
cover the NASA payload safety requirements, including Ordnance Operations requirements.

5.2.7 Considerations for Specialized Mission Needs

Specialized electrical and electronic subsystems, including instruments that process low-level
electric or magnetic signals, boom mounted instrumentation, electric propulsion subsystems, and
plasma experiments may have unique electrical grounding architecture requirements for which
tailoring of the spacecraft electrical architecture may be necessary. General guidelines for low-
frequency assemblies and electronics, guidance from sections 5.2.1.1 to 5.2.4 and section 5.2.6
may apply. For higher-frequency assemblies, such as RF payloads, section 5.2.5 may be
applicable.

DOCUMENT APPROVED FOR PUBLIC RELEASE — DISTRIBUTION IS UNLIMITED.

35 of 46


https://llis.nasa.gov/lesson/348
https://llis.nasa.gov/lesson/1412

NASA-HDBK-4001A

In all these special circumstances, systems require a well-thought-out spacecraft electrical and
electronic grounding scheme at the outset of the program in accordance with the electrical
interface and electrical grounding architecture requirements. The determination of each
subsystem’s special needs will be easier if other parts of the spacecraft grounding architecture
have been designed in a clear and consistent manner. It is recommended to consult the project’s
EMC engineer or systems engineer specialist if additional guidance is desired or required.

5.2.8 Considerations for Electromagnetic Cable Shielding

Electromagnetic cable shielding is critically important to successful spacecraft design and
fabrication. Too much shielding adds unnecessary volume, mass, and other physical constraints
to the wiring architecture. Insufficient shielding promotes undesirable radiated emissions that can
interfere with sensitive on-board antenna-connected receivers and contributes to crosstalk. The
cable shielding architecture employed on a spacecraft should be compatible with circuit
application, mission requirements, and the expected RF and plasma environments within which
the spacecratft is to be operated.

Following guidelines in this Handbook to achieve a near equipotential spacecraft, cable shields
should be terminated at all ends to maximize shielding effectiveness. The preferred method is to
connect the shield peripherally to the connector’s backshell with a continuous low-impedance
electrical bond path through both halves of the connector shell and the connector to the mounting
surface interface. 360-degree shield terminations provide the lowest impedance and enable
flexibility and latitude for interior harness shields that are wholly contained within the overbraid
or gross overshield volume. Overshield terminations should never be carried through connector
pins or into the interior of any electrical equipment or enclosure.

Within an overshielded cable, multiple individually shielded conductors may exist. The shields
on these lines, hereinafter referred to as innershields, are intended to limit crosstalk between
signal lines running next to each other and to control emissions from electrically noisy circuits.
Signal separation is the primary control for crosstalk and the containment of undesirable radiated
emissions. Because adequate separation is not always possible, the need for innershields exists.
Innershields should never be deliberately used as a circuit return.

Innershields may be used on cables to maintain stringently controlled impedance requirements.
Such shields should be ohmically isolated from other innershields and the cable overshield, and
should not be peripherally or otherwise terminated to harness end points and intermediate
connector backshells.

Innershields that ohmically connect to overshields at the termination point 1) can provide a low
impedance path for noise and 2) can create a transmission line topology able to transfer noise
along the length of the cable efficiently. Maintaining ohmic isolation between innershields and
overshields is best to avoid these complications.

Ohmically isolated innershields may be passed through connector pins in close proximity to the
signal lines contained in the innershields to maintain controlled impedance characteristics of the
signal lines.
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Note the termination of shields of controlled impedance lines through connector pins may
necessitate the use of a pigtail connection that can and almost certainly will add series resistance
and inductance that may negate any advantage gained by using the connector pins for shield
continuity through the connector interface. Multiple authors and practitioners have demonstrated
that pigtail shield terminations severely degrade cable and harness shielding effectiveness,
leading to undesirable crosstalk interference and non-compliant radiated emissions and
susceptibility performance. For these reasons, the use of pigtail termination is strongly
discouraged. If pigtail termination cannot be avoided, the pigtail length should be the minimum
achievable and should be reviewed and approved by EMC engineering before integration.

For innershield termination at intermediate cabling field joint connectors, maintaining a more
uniform characteristic impedance and shield DC isolation should be weighed against harness
design limitations such as the availability of nearby connector contacts, the need to cross over
articulating or rotating assemblies, and the inevitable introduction of series resistance and
inductance for each shield/pin/shield termination. For critical applications, the selection of
properly designed controlled impedance cabling and connectors should be seriously considered.

The termination into connector pins of cable and harness shields that are not otherwise protected
by overbraid or a gross overshield severely degrades the shielding effectiveness of the cable or
harness shield and that of any enclosure that is penetrated by the shield termination.

Multi-point shield connections to the spacecraft electrical grounding architecture should be used
on all circuits with operational frequencies greater than 0.1 MHz on digital circuits with rise or
fall times less than 1 us and on all pyrotechnic circuits.

Coax or balanced shielded cables may be used instead of twisted shielded pairs in applications
where the cable capacitance per meter is critical to the design. Coax and/or triaxial cabling,
where the outermost conductor provides the signal return path, should be used only when all
signal frequency components are greater than or equal to 1 MHz. The intent is to mitigate
interference that low-frequency external shield currents may cause. For applications above 400
MHz and in critical RF circuits, electrical characteristics such as attenuation, capacitance,
structural return loss, environmental requirements, short leads, and grounding should be
specifically considered and documented in the cable design. Coaxial and/or triaxial cable should
not be used to interconnect equipment utilizing different power sources unless electrical isolation
(via opto-isolators, transformers, etc.) is provided.

All electrical, electronic, and electromechanical (EEE) components, including temperature
sensors, heaters, and thermostats mounted externally and exposed to the space environment,
usually require some form of EMI shielding. In place of EMI shielding, effective EMI filtering
may be implemented at the penetration point into or out of a closed conductive enclosure.
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5.3 Interface Isolation Circuits

If power returns are not isolated at the user load interfaces, currents associated with power
returns for such non-isolated loads may flow through portions of spacecraft chassis, introducing
or increasing the magnitude of ground-conducted interference. To mitigate the possibility of such
currents, galvanic isolation is usually specified to be equal to or greater than 1 MQ of resistance.
Specific and non-common circumstances might require consideration of some sort of AC
isolation, but this should only be used where the need is established by circuit design and/or
application. Well-designed, custom-built and COTS DC/DC converters generally offer excellent
galvanic isolation, and their use is strongly encouraged in spacecraft power system and user load
design. Full galvanic isolation is preferred and should be maintained across all power, signal, and
command interfaces to maintain the integrity of an electrical grounding architecture.

Table 3, Totally Isolated Circuits (Hard Isolation), illustrates examples of fully isolated circuits,
and Table 4, Partially Isolated Interface Circuits (Soft Isolation), illustrates examples of partially
isolated circuits.
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Table 3—Totally Isolated Circuits (Hard Isolation)

Type Schematic Advantage Disadvantage Comments

Transformer Isolation; Large; Heavy; Examples: 1553
Transmits Costly; Limited data bus, clock
differential frequency range; interfaces;
signals Interwinding Ethernet

capacitance
1 2

Digital Isolation Isolation; Typically, slower

Isolator INy ouTy | Low power; transmission rates;
Low EMI,; Lower RAD
High voltage tolerance
transient

1 2 . .

Immunity

Optical —_— Wide frequency | Power consumption; | MIL-STD-1773

coupling range; Linearity;

2 Small; Radiation hardness
_ Rejects common-
<7_ mode noise
1 2

Isolated Easy to Low bandwidth;

analog op- [ 2x1Megohm | implement; Extra part count

amp Power-off
isolated

1 2

Remotely Simple Electrical insulators Commonly used

referenced are not good thermal

(e.g., conductors

temperature

s T

ransducer) 1 ZV

Relay (Coils Excellent DC and | Shorter life; Low-

to contacts)

AC isolation

frequency response;
Large; Binary only;
High stray
capacitance in power
switching relays
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Note that in each of these devices, the input and output are isolated from each other by a high DC
impedance, usually 1 MQ or more. AC isolation generally deteriorates at frequencies above

1 MHz. Because of stray capacitances that do not show on the schematic, this is particularly

true with the operational amplifier as its common-mode rejection ratio parameter decreases with
increasing frequency.

When using isolated end-circuits in high-frequency applications, it is important to be aware of
parasitic reactive paths, such as interwinding capacitance in a transformer or distributed
packaging capacitance as in remotely referenced circuitry.

Table 4—Partially Isolated Interface Circuits (Soft Isolation)

Type Schematic Advantage Disadvantage Comments
Normal Analog Easy to Not isolated when
op-amp; ] implement op-amp is off;
differential common-mode
amplifier noise rejection may
be a problem
1 2
Common-mode AN ST DC continuity; | Permits low-
choke : Rejects frequency ground
common-mode | loops
noise
1 2
Balanced circuit Noise couples | AC isolation Not generally
differential equally to both | limited; DC recommended
amplifier wires, and isolation lost with
CMR rejects power off; CMR
noise decreases with
frequency
671 2
Line- Established Possible lack of Generally, an
drivers/receivers contin fecening interface common-mode acceptable
and buses standard noise immunity; interface
Kg % Possible lack of design
1 2 isolation if power is | solution
off
Transmission Properly terminated circuits | Minimized Not really isolated Use with
lines noise coupling multi-point
grounding
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5.4 Grounding of Support Equipment

Support equipment (SE) used for testing the spacecraft should be designed to minimize the SE’s
effect on the spacecraft’s grounding architecture. There are two general approaches to
accomplishing this goal: 1) providing galvanic isolation between spacecraft and SE via
optocouplers, transformers, or similar isolation components; 2) referencing any non-galvanically
isolated interfaces to either spacecraft or SE, but not both.

Examples of the first approach include opto-coupled or transformer-coupled command and
telemetry interfaces between SE and spacecraft; and “direct access” interfaces in which SE
controls galvanically isolated spacecraft hardware, such as relay coils or heaters, or reads
galvanically isolated spacecraft sensors such as PRTs or contact closures.

Examples of the second approach include RS-422 or LVDS command and telemetry interfaces
and umbilical power interfaces. In both cases, the SC provides the reference for the SE’s end of
the interface; the SE’s RS-422 or LVDS end-circuits and power supply need to be isolated from
the SE’s local ground.

Regardless of whether using the first or second approach on a particular interface, it is important
to provide an ESD bleed path to local ground (SE or spacecraft) on each end of every interface.
This ensures that dangerous levels of electrostatic charge do not accumulate on the interface end-
circuits, even when the interface is unmated.
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APPENDIX A: HERITAGE SPACECRAFT

A.1 PURPOSE

This Appendix provides the spacecraft programs studied to establish this Handbook (see Table 5,
System Grounding and Isolation Used in Various Legacy Spacecraft).

Table 5—System Grounding and Isolation Used in Various Legacy Spacecraft

Primary Power

0.1 pF Rtn to stru

isol I/Fs

Spacecraft Power System Primary Isolation from Structure Ground Type In-flight Grounding &
(Launch Date) Type; Voltage Power Resistance & . Isolation Problems
! Ground Type ° Signal Pyro
Capacitance
Mariner-2 Solar arrays/batt; Rtn to stru N/A Single ground Switched from Short to Stru, one solar
(1962) 30V DC; 50V rms, reference with batt array
2.4 kHz AC isolated I/F’s
Viking‘75 Solar arrays/batt; Isol from stru | AC 47 kQ to str, each Single ground Isol 5 kQ and Inverter failed at Lander
Orbiter 50V AC; 30V DC line; reference with 0.1 pF to stru release pyro event
(1975) DC 3 kQ paralleled with isol I/F’s
0.01 pF on return to stru
Voyager RTG 30 V DG; Balanced to AC 47 kQ and DC 10 kQ Single ground Isol 5 kQ and False telemetry readings
(1977) 50V rms, stru symmetrically isol and reference with 1 pF to stru at pyro fire: cause: 1 pF
2.4 kHz AC 0.1 pF return to stru isol I/F’s
Seasat Solar arrays and Isol from stru ? SPG each assy; ? Slip ring short hi to low
(1978) batt 1/F’s not isol may be fail cause at 6
months
Magellan Solar arrays/batt; Balanced to AC 47 kQ and DC 2 kQ Single ground Isol 5 kQ and Anomaly after SRM
(1989) 28V DC; 50V rms, | stru symmetrically isol and reference with 0.1 pF to stru casing release pyro
2.4 kHz AC 0.1 pF return to stru isol I/F’s event
Galileo RTG 30V DC; Balanced to AC 47 kQ and DC 2 kQ Single ground Isol 5 kQ Slip ring leak, pwr to
(1989) 50V rms, structure symmetrically isolated reference with and 0.1 pF to chassis (minor and
2.4 kHz AC and isolated I/Fs stru acceptable)
0.1 pF return to stru
Hubble Solar arrays/batt; SPG rtn to True star ground, with Multipoint; N/A (No pyro) Old solar array blanket
(1990) 28V DC stru very long wires (Note: Stru currents short exhibited stru
very poor AC ground if for current
no local capacitive signals
bypass)
Mars Observer Solar arrays/batt; Rtn to stru N/A Multipoint; Rtn to stru 100% loss; cause
(1992) 28V DC/10V DC with 2 SPG’s Stru currents unknown; during
for pyro event
signals
TOPEX Solar arrays/batt; Rtn to stru N/A Single gnd ref, Switched from None
(1992) 28V DC w/ isol I/F’s/ batt
NOAA-13 Solar panels/batt Rtn to stru N/A Multipoint; Rtn to stru Hi-side short to stru (a
(1993) Stru currents screw short between
for BCX # 1 Heat Sink and
signals Radiator Plate) 1 mo
after launch; 100% loss
Pathfinder Solar arrays/batt; Isol from stru 10 kQ & switchable 0.1 Multipoint; Switched from None
(1996) 28V DC WF return to chassis No signal or Batt tied to S/C
(switch in series with power in gnd
the 0.1 uF cap) chassis
Cassini RTG; 30V DC Balanced to 2 kQ each, high-side and | Single ground Isol 5 kQ DC None
(1997) stru rtn to stru; reference with and AC (see grounding diagram

example in the
appendix)
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Primary Power

Spacecraft Power System Primary Isolation from Structure Ground Type In-flight Grounding &
(Launch Date) Type; Voltage Power Resistance & . Isolation Problems
’ Ground Type . Signal Pyro
Capacitance
Mars Solar arrays/batt; Rtn to stru 5 kQ rtn to stru parallel Single Ground Switched from In ATLO, Pyro fault
Exploration 28V DC with 6 A fuse ref Batt currents blow fuse in
Rover (MER) - one MER (Launched
Spirit & that way). No adverse
Opportunity effect with either S/C on
(2003) the deployment
function.

Mars Solar arrays/batt; Rtn to stru N/A Multipoint; Rtn to stru None
Reconnaissance | 28V DC Stru currents
Orbiter (2005) for

signals
Mars Phoenix Solar arrays/batt; Rtn to stru N/A Multipoint; Rtn to stru None
Lander (2007) 28V DC Stru currents

for

signals
Juno (2011) Solar arrays/batt; Rtn to stru N/A Multipoint; Rtn to stru None

28V DC Stru currents

for

signals
Mars Science MMRTG; 30V DC Balanced to 5 kQ each, high side and | Single ground Descent stage MMRTG shorts to
Laboratory - stru low side to stru reference with 10 kQ isol from | chassis continue to

Curiosity Rover
(2011)

isol I/Fs

chassis;

Rover Pyro bus
off Rover Batt
(power bus)

occur during Surface
operations.

directly
SMAP (2015) Solar arrays/batt; Isol from stru 5 kQ rtn to stru Single ground 5 kQ isol from Shorts in Solar Array
28V DC reference with chassis due to micrometeoroid
isol I/Fs impact or workmanship.
Voltage shift detected
across the isolation
resistor between S/C
chassis and power
system return.
Mars Insight Solar arrays/batt; Rtn to stru N/A Multipoint; Rtn to stru None
Lander (2018) 28V DC Stru currents
for
signals
Mars 2020 - MMRTG; 30V DC Balanced to 5 kQ each, high side and | Single ground Descent stage MMRTG shorts to
Perseverance stru low side to stru reference with 10 kQ isol from | chassis continue to
Rover (2020) isol I/Fs chassis; occur during Surface
Rover Pyro bus | operations.
off Rover Batt
(power bus)
directly
Psyche (2023) Solar arrays/batt; Rtn to stru N/A Multipoint; Rtn to stru None
100 V DC (high Stru currents
voltage bus) for
28 V DC (low signals
voltage bus)
Europa Clipper Solar arrays/batt; Balanced to 5 kQ each, high side and | Single ground N/A (No pyro) None
(2024) 28V DC stru low side to stru reference with

isol I/Fs

NOTES: Rtn: return; stru: structure; isol: isolated; some cells are left empty due to lack of applicability (“N/A”) or lack of knowledge (“?”)
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APPENDIX B: SAMPLE SYSTEM GROUND TREE DIAGRAM
FOR LARGE COMPLEX SPACECRAFT

B.1 PURPOSE

This Appendix provides a system ground tree diagram example (see Figure 15, Cassini
Spacecraft Ground Tree Diagram), which is an integrated drawing showing the grounding points
for interfacing circuits among subsystems. From this diagram, systems engineering and EMC
specialists can detect and identify grounding issues early in the design. The system ground tree
diagram also serves as a tool for performing sneak path analysis and to identify grounding issues
during testing, flight operations, and post-anomaly investigations.
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Figure 15 — Cassini Spacecraft Ground Tree Diagram
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Figure 15 (cont.) — Cassini Spacecraft Ground Tree Diagram
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